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One Year Out: Views on GDPR

A survey of 500 IT and risk professionals gives insight into their views and attitudes towards GDPR one

year from the start date.

The independent survey on attitudes towards GDPR was commissioned by Varonis Systems, Inc. and carried out by
VansonBourne. Respondents were 500 IT decision makers of organisations with 1,000+ employees comprised of 100
respondents each in the United Kingdom, France and Germany and 200 in the United States. The survey was conducted
between 17t April and 9 May 2017.

VansonBourne
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How to Read This Data Summary

The data summary is split info topics. The statistic that supports each finding in the summary is hyperlinked to other parts in
this report. The cells on the hyperlinked pages are color-matched with the topic box, so that you can easily relate the
stafistic fo the summary finding.

Current State Of Play

Three quarters (75%) of surveyed IT and risk/fraud decision makers agree that they face serious challenges in
being compliant with the EU GDPR by 25" May 2018. However, just over four in ten (42%) report that their
organization does not view compliance with GDPR by the deadline as a priority (here).

Nine in fen (90%) respondents say that there will be regulations that represent a challenge to their
organization with regard fo meeting the EU GDPR. Around half report Article 17 - right to erasure/"to be
forgotten” (55%), Article 30 - records of processing activities (52%), and Article 32 — security of processing (50%)
fo be among their organization’s fop three greatest challenges in meeting the EU GDPR (here).

Half (50%) of surveyed decision makers report that their organization does not currently have a Data
Protection Officer (DPO) or equivalent. Of the 83% of respondents whose organization currently has, or is
planning to appoint a DPO within the next 12 months (here), around half (47%) say that they would expect
their DPO or equivalent to have a primarily IT based professional background (here).

On average, respondents report that their organization last carried out a data impact assessment or infernal
audit in order fo examine who has access fo their organization’s Pll data five months ago. However, nearly a
third (32%) of respondents say that their organization has not carried out a data impact assessment or internal
audit in the past 12 months. Of the 8% of respondents whose organization has carried out a data impact
assessment or internal audit (here), nearly sixin ten (59%) say that they have found af least one instance of
overly permissive data access policies giving free access to Pll data (here).

A third (33%) of surveyed decision makers report that Article 35 - data profection impact assessment, will
represent one of the fop three greatest challenges to their organization with regards to meeting the EU GDPR
(here).

Nearly half (49%) of respondents believe that, of their organization’s entire IT environment, the area containing
Pll data most likely to be among their organization’s top three greatest challenges when complying to EU
GDPR is employees’ personal/mobile devices. Other challenging areas containing PIl data for around a third
or more are cloud (39%) and on premise workstations (32%) (here).
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Benefits And Drawbacks

Over a third (36%) of surveyed decision makers believe that EU GDPR is going fo be very beneficial for both

consumers and organizations (here).

The vast majority (94%) of respondents believe that there are benefits to the EU GDPR for independent citizens.
Over half believe that their PIl data will be better protected (54%) or is now less likely fo be passed onto third
parties (53%). Respondents also report that rules such as the right to be forgotten will protect their consumer
rights (46%) (here).

Just over nine in ten (91%) surveyed decision makers antficipate that there will be benefits to their organization
from the EU GDPR. Approaching half (47%) of respondents believe that it will be beneficial for their
organization fo know the location of the PIl data they hold, with a similar proportion (44%) reporting that it will
reduce their organization’s chances of experiencing a high profile data breach which would prove damaging
fo their reputation. Just over fourin ten (42%) say that compulsory data removal and deletion will help them
keep the amount of data held under control (here). Six in fen (60%) believe that adhering to the EU GDPR will
give them a competitive advantage over other organizations in their sector (here).

However, the majority (85%) of respondents believe that there are drawbacks o EU GDPR for independent
citizens, with over four in ten (44%) reporting that companies may increase prices as they aim to insulate
themselves against fines (here).

Over fourin ten (43%) surveyed decision makers say that the EU GDPR is great for consumers, but could prove
froublesome for organizations, and a further one in ten (10%) believe that it is going to cause more problems
than it is worth for organizations (here).

More than four in five (85%) respondents anticipate that there will be business drawbacks to their organization
from the EU GDPR. Nearly four in ten (38%) report that ensuring compliance will mean more costs, and almost
a third (32%) believe GDPR adds complexity to their job (here).

Around four in ten (38%) surveyed decision makers report that their organization has allocated a separate
budget to becoming compliant and maintaining compliance with the EU GDPR and it is enough, but three in
ten (30%) say that this separate budget is looking a bit short. Just over a quarter (26%) state that their
organization does not currently have a separate budget allocated to becoming compliant and maintaining
EU GDPR compliance (here).
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Of respondents whose organization currently has, or is looking to set aside a separate budget for becoming
compliant and maintaining compliance with the EU GDPR, just over four in ten (41%) report that this separate
budget has been broadly derived from reassigning previous dafa profection budgets. Around a third (32%)
state that it is a brand new budget entirely (here).

Three quarters (75%) of surveyed decision makers agree that the fines imposed as a result of breaching
regulations could cripple some organizations. However, just over six in ten (62%) report that the EU GDPR has
meant that their organization has extra budget available to focus resources onto ‘housekeeping’ tasks like
data access rights that would have previously been neglected (here).

Nine in ten (90%) of those surveyed believe that at least one EU country will enforce the EU GDPR rigorously.
Just over three quarters (76%) report that Germany is among the top three EU countries that they believe will
enforce the EU GDPR the most rigorously. Over half believe that the UK (57%) and France (57%) will be
amongst the most rigorous (here).

The majority (92%) of respondents believe that particular industries are more likely to be made an example of if
an organization from that industry breaches the EU GDPR. Just over a quarter (26%) of surveyed decision
makers believe that this is most likely to happen to the banking industry (here).

Just over eight in ten (82%) respondents believe that a particular country is more likely fo be made an
example of should one of their organizations breach the EU GDPR. Over two in ten believe that the UK (23%)
and Germany (21%) are most likely to be made an example of (here).

Just over two thirds (68%) of surveyed decision makers agree that an organization from the UK will be made an
example of should they breach any part of the EU GDPR, as a result of Brexit (here).
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Which of the following statements best reflects your personal
thoughts on the EU General Data Protection Regulations (GDPR)?

Base: all respondents France Germany

The EU GDPR is going to b? ve_ry beneficial for 38% 47%
both consumers and organizations
The EU GDPR is great for con_sun?ers, but could 43% 36%
prove troublesome for organizations
The E_U _GDPR is going to (_:aus_e more problems 10% 6%
than it is worth for organizations
Other (please specify) 0% 0%
I do not have any strong thoughts either way 8% 12%
Don’t know 1% 0%
Base 500 100 100 100 200

1,000-2,999 3,000-5,000 |More than 5,000

Base: all respondents employees employees employees

The EU GDPR is going to be very beneficial for
both consumers and organizations
The EU GDPR is great for consumers, but could

prove troublesome for organizations

The EU GDPR is going to cause more problems
than it is worth for organizations

Other (please specify)

I do not have any strong thoughts either way
Don’t know

Base 500 171 176 153

Business and " . . . " Retail, " Other
professional | ENergy: oil/gas mancisl IT, technology | Manufacturing |, i equcation Government D distribution and | Other public commercial
Base: all respondents e and uf services and telecoms | and production healthcare e sector s
EhelEVICORRIIssoino]tojbelveryibenefcatiog 36% 42% 33% 28% 48% 33% 40% 38% 19% 31% 25% 38%
both consumers and organizations
L0 LD @ADL B0 CE T, ] 43% 20% 50% 50% 20% 37% 20% 30% 54% 46% 50% 41%
prove troublesome for organizations
The EU GDPR is going to cause more problems 10% 16% 6% 12% 1% 13% 16% 8% 8% 10% 0% 15%
than it is worth for organizations
Other (please specify) 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
I do not have any strong thoughts either way 11% 2% 11% 7% 11% 17% 4% 22% 19% 9% 25% 5%
Don‘t know 1% 0% 0% 3% 0% 0% 0% 3% 0% 4% 0% 0%
500 43 18 74 95 60 25 37 37 68 4 39
Base: all respondents Total Private sector Public sector
The EU GDPR is going to be very beneficial for 36% 37% 31%
N - o 0
both consumers and organizations
The EU GDPR is great for consumers, but could
g . 43% 43% 42%
prove troublesome for organizations
The EU GDPR is going to cause more problems o o o
e o 10% 10% 10%
than it is worth for organizations
Other (please specify) 0% 0% 0%
I do not have any strong thoughts either way 11% 9% 17%
Don’t know 1% 1% 1%
Base 500 397 103

Business model

Even focus
B2B focus B2C focus between B2B
Base: all respondents and B2C
The EU GDPR is going to be very beneficial for
both consumers and organizations
The EU GDPR is great for consumers, but could

prove troublesome for organizations

The EU GDPR is going to cause more problems
than it is worth for organizations

Other (please specify)

I do not have any strong thoughts either way
Don’t know
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As an independent citizen, what are the benefits/positive aspects of

EU GDPR<

Base: all respondents

My PII data will be better protected

My PII data is now less likely to be passed on
to third parties

Rules such as the right to be forgotten protect
my consumer rights

Less of my PII data will be collected by
organizations

I can regain access and ownership of my PII
*Other (please specify)

There are no benefits to EU GDPR for
independent citizens

Base: all respondents

My PII data will be better protected

My PII data is now less likely to be passed on
to third parties

Rules such as the right to be forgotten protect
my consumer rights

Less of my PII data will be collected by
organizations

I can regain access and ownership of my PII
Other (please specify)

There are no benefits to EU GDPR for
independent citizens

1,000-2,999
employees

France Germany

45% 47% 59%

61% 52% 48%

41% 55% 43%

35% 36% 32%

38% 24% 30%
1% 0% 1%
6% 5% 5%
100 100 200

3,000-5,000 |More than 5,000
employees

employees

Business and
professional

Financial

services

Base: all respondents services

My PII data will be better protected

IT, technology

Manufacturing ) )
Publ| t
and telecoms | and production ©UP!ic education

Government

Public
healthcare

Retail,

distribution and

transport

Other public
sector

Other
commercial
sectors

My PII data is now less likely to be passed on
to third parties

Rules such as the right to be forgotten protect
my consumer rights

Less of my PII data will be collected by
organizations

1 can regain access and ownership of my PII

Other (please specify)

There are no benefits to EU GDPR for
independent citizens

55% 63% 57% 32% 49%. 51% 54% 50% 56%
53% 57% 52% 24% 49% 68% 56% 25% 44%
49% 44% 53% 56% 38% 41% 46% 75% 54%
26% 31% 35% 36% 19% 38% 26% 25% 41%
36% 32% 23% 28% 16% 35% 31% 25% 23%
0% 0% 2% 0% 0% 0% 1% 0% 0%
7% 5% 7% 0% 11% 8% 7% 0% 3%
74 95 60 25 37 37 68 4 39

Base: all respondents

My PII data will be better protected

My PII data is now less likely to be passed on
to third parties

Rules such as the right to be forgotten protect
my consumer rights

Less of my PII data will be collected by
organizations

I can regain access and ownership of my PII
Other (please specify)

There are no benefits to EU GDPR for
independent citizens

Base: all respondents

My PII data will be better protected

My PII data is now less likely to be passed on
to third parties

Rules such as the right to be forgotten protect
my consumer rights

Less of my PII data will be collected by
organizations

I can regain access and ownership of my PII
Other (please specify)

There are no benefits to EU GDPR for
independent citizens

Base

Private sector

Public sector

B2B focus

Business model

B2C focus

Even focus
between B2B
and B2C

61% 48% 52%
49% 57% 53%
44% 32% 54%
30% 35% 32%
29% 24% 32%
0% 1% 0%
6% 11% 4%
500 165 104 231
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As an independent citizen, what are the drawbacks/negative

aspects of EU GDPR?

Base: all respondents
Companies may increase prices as they aim to
insulate themselves against fines

My data is no safer as a result, cyber attackers
will still find a way to access it if they want

There is the risk of important data being
deleted

With companies collecting less of my data, the
customer experience will be negatively
impacted

By not passing on my data to third parties, I
may lose out on relevant offers and deals
Other (please specify)

There are no drawbacks to EU GDPR for
independent citizens

Base: all respondents
Companies may increase prices as they aim to
insulate themselves against fines

My data is no safer as a result, cyber attackers
will still find a way to access it if they want

There is the risk of important data being
deleted

With companies collecting less of my data, the
customer experience will be negatively
impacted

By not passing on my data to third parties, I
may lose out on relevant offers and deals
Other (please specify)

There are no drawbacks to EU GDPR for
independent citizens

Base

1,000-2,999
employees

3,000-5,000
employees

More than 5,000
employees

Business and
professional

Energy, oil/gas

and utilities

Base: all respondents services

Financial IT, technology
services and telecoms

Manufacturing o, ;¢ egucation
and production

France Germany
56% 34% 37% 46%
44% 35% 47% 30%
31% 41% 40% 34%
22% 31% 28% 34%
9% 28% 15% 22%
0% 0% 0% 0%
11% 23% 15% 14%
100 100 100 200

Government

Public
healthcare

Retail,

distribution and

transport

Other public
sector

Other
commercial
sectors

Compa e lmay/incieaselpriceslasitheviaimity 4% 2% 56% 36% 46% 53% 36% 32% 51% 46% 5% 41%
insulate themselves against fines
o safer as a result, cyber attackers 37% 40% 33% 45% 28% 38% 52% 27% 43% 35% 75% 33%
a way to access it if they want
1:::;_ ;5 ineluskictimportantdatalbeing 36% 26% 4% 35% 20% 33% 40% 27% 30% 40% 25% 26%
With companies collecting less of my data, the
customer experience will be negatively 30% 28% 50% 16% 37% 23% 28% 30% 35% 25% 25% 46%
impacted
By not passing on my data to third parties, 1 19% 9% 7% 15% 2% 17% 20% 16% 30% 28% 0% 13%
may lose out on relevant offers and deals
Other (please specify) 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
FherSlaceinoldrawbackeolEDGDRR oy 15% 28% 2% 20% 15% 7% 4% 14% 1% 13% 0% 8%
independent citizens
500 43 18 74 95 60 25 37 37 68 4 39
Base: all respondents Total Private sector Public sector
Companies may increase prices as they aim to
L) v Eib v 44% 45% 40%
insulate themselves against fines
My data is no safer as a result, cyber attackers
peLLIE A 37% 36% 41%
will still find a way to access it if they want
There is the risk of important data bein
P 9 36% 37% 31%
deleted
With companies collecting less of my data, the
customer experience will be negatively 30% 29% 31%
impacted
By not passing on my data to third parties, I
Y not passing y P b 19% 18% 21%
may lose out on relevant offers and deals
Other (please specify) 0% 0% 0%
There are no drawbacks to EU GDPR for
N s 15% 17% 10%
independent citizens
Base 500 397 103
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Base: all respondents
Companies may increase prices as they aim to
insulate themselves against fines

My data is no safer as a result, cyber attackers
will still find a way to access it if they want

There is the risk of important data being
deleted

With companies collecting less of my data, the
customer experience will be negatively
impacted

By not passing on my data to third parties, I
may lose out on relevant offers and deals
Other (please specify)

There are no drawbacks to EU GDPR for
independent citizens

Base

B2B focus

Business model

B2C focus

Even focus
between B2B
and B2C

38% 40% 50%
36% 38% 37%
38% 22% 41%
31% 33% 28%
22% 13% 19%
0% 0% 0%
15% 14% 16%
500 165 104 231
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What do you anticipate will be the business benefits to your
organization from EU GDPR?

Base: all respondents UK France Germany us
It will be beneficial for my organization to
know the location of PII data held by my 42% 47% 48% 50%
organization

It reduces the chances of us experiencing a
high profile data breach which would prove 37% 37% 42% 53%
damaging to our reputation

Compulsory data removal and deletion will

help us keep the amount of data held under 41% 46% 50% 38%
control

It will give us a competitive advantage 14% 35% 26% 38%
GDPR simplifies my job 13% 38% 25% 31%
GDPR will eventually lead to cost savings 7% 20% 11% 22%
Other (please specify) 0% 0% 0% 0%
There_woyld be no business benefits to my 22% 7% 11% 4%
organization

Base 500 100 100 100 200

1,000-2,999 3,000-5,000 |More than 5,000

employees employees employees
Base: all respondents ploy ploy ploy

It will be beneficial for my organization to
know the location of PII data held by my
organization

It reduces the chances of us experiencing a
high profile data breach which would prove
damaging to our reputation

Compulsory data removal and deletion will
help us keep the amount of data held under
control

It will give us a competitive advantage
GDPR simplifies my job

GDPR will eventually lead to cost savings
Other (please specify)

There would be no business benefits to my
organization

Base 500 171 176 153

Busi d " _— ’ i Retail, i oth
usiness ahd | energy, oil/gas | Financial IT, technology | Manufacturing . . Public L eta Other public er
professional | 1erd¥. SU/0: e o i |Public education Government henltheare | distribution and il commercial

Base: all respondents services P transport sectors

It will be beneficial for my organization to
know the location of PII data held by my
organization

It reduces the chances of us experiencing a
high profile data breach which would prove
damaging to our reputation

Compulsory data removal and deletion will
help us keep the amount of data held under
control

It will give us a competitive advantage
GDPR simplifies my job

GDPR will eventually lead to cost savings
Other (please specify)

There would be no business benefits to my

Base: all respondents Private sector
It will be beneficial for my organization to
know the location of PII data held by my 47% 49% 40%
organization

It reduces the chances of us experiencing a
high profile data breach which would prove 44% 46% 38%
damaging to our reputation

Compulsory data removal and deletion will

8% 11% 3% 13% 0% 8%
25 37 37 68 4 39

help us keep the amount of data held under 42% 42% 44%
control
It will give us a competitive advantage 30% 32% 22%
GDPR simplifies my job 27% 27% 27%
GDPR will eventually lead to cost savings 16% 16% 17%
Other (please specify) 0% 0% 0%
There_wotxld be no business benefits to my 9% 10% 7%
organization

500 397 103
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Business model
Even focus

B2B focus B2C focus between B2B
Base: all respondents and B2C
It will be beneficial for my organization to
know the location of PII data held by my
organization
It reduces the chances of us experiencing a
high profile data breach which would prove
damaging to our reputation
Compulsory data removal and deletion will
help us keep the amount of data held under
control
It will give us a competitive advantage
GDPR simplifies my job
GDPR will eventually lead to cost savings
Other (please specify)
There would be no business benefits to my
organization
Base 500 165 104 231
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What do you anticipate will be the business drawbacks to your
organization from EU GDPR?

Base: all respondents France Germany
Ensuring compliance will mean more costs 50% 33% 32% 39%
GDPR adds complexity to my job 48% 21% 38% 26%

Compulsory data removal and deletion could

0 0 ) 0,
mean that we are deleting valuable information 21% 20% 22% 21%

It will not reduce the chances of us
experiencing a high profile data breach which 16% 23% 21% 14%
would prove damaging to our reputation

It is impossible to know the location of all the

PII data held by my organization 14% 16% 20% 12%
It will reduce our ability to be competitive 9% 9% 10% 15%
*Other (please specify) 1% 0% 0% 0%
There_woPId be no business drawbacks to my 10% 24% 7% 17%
organization

Base 500 100 100 100 200

*Qther (please specify): We are going to have serious difficulties when it comes to checking a large amount of data in order to classify it

1,000-2,999 3,000-5,000 | More than 5,000

mpl mpl mpl
Base: all respondents employees employees employees

Ensuring compliance will mean more costs
GDPR adds complexity to my job

Compulsory data removal and deletion could
mean that we are deleting valuable information

It will not reduce the chances of us
experiencing a high profile data breach which
would prove damaging to our reputation

It is impossible to know the location of all the
PII data held by my organization

It will reduce our ability to be competitive
Other (please specify)

There would be no business drawbacks to my
organization

Base 500 171 176 153

Busi Retail, h
psinssslond Financial IT, technology | Manufacturing . . Public ggRstal Other public Others
professional e totocony | andl mroductioy |Public education  Government hedtheare | distribution and o commercial

Base: all respondents services services I EEIEETD) | ST P40 ealthcare transport secto sectors

Ensuring compliance will mean more costs 4, 41% 32% 52% 44% 30% 43% 35% 50% 36%

GDPR adds co! exity to my job 2 34% 32% 32% 24% 27% 41% 34% 50% 31%

Compulsory data removal and deletion could
mean that we are deleting valuable information

18% 19% 17% 20% 16% 19% 28% 25% 31%

It will not reduce the chances of us
experiencing a high profile data breach which 1 1 9% 23% 22% 28% 16% 22% 13% 25% 21%
would prove damaging to our reputation

It is impossible to know the location of all the

" 14% 14% 15% 28% 11% 24% 12% 0% 26%

PII data held by my organiz
It will reduce our y to be competitive 2. 5% 15% 12% 12% 5% 5% 15% 0% 18%
Other (please specify 0% 0% 0% 0% 0% 3% 0% 0% 0%
There would be no business drawbacks to my 18% 14% 13% 4% 14% 11% 16% 25% %
organization
Base 74 95 60 25 37 37 68 4 39
Base: all respondents Private sector Public sector
Ensuring compliance will mean more costs 38% 39%
GDPR adds complexity to my job 32% 32%
Compulsory data removal and deletion could

puisory 22% 18%

mean that we are deleting valuable information

It will not reduce the chances of us
experiencing a high profile data breach which 16% 21%

would prove damaging to our reputation
It is impossible to know the location of all the

PII data held by my organization 14% 19%
It will reduce our ability to be competitive 13% 7%
Other (please specify) 0% 1%
There_woyld be no business drawbacks to my 16% 11%
organization

397 103
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Business model
Even focus
B2B focus B2C focus between B2B
Base: all respondents and B2C
Ensuring compliance will mean more costs
GDPR adds complexity to my job

Compulsory data removal and deletion could
mean that we are deleting valuable information

It will not reduce the chances of us
experiencing a high profile data breach which
would prove damaging to our reputation

It is impossible to know the location of all the
PII data held by my organization

It will reduce our ability to be competitive
Other (please specify)

There would be no business drawbacks to my
organization
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Which of the following rules do you believe are going to represent the
greatest challenge to your organization with regard to meeting the
EU GDPR?

Combination of responses ranked first, second and third

Base: all respondents UK France Germany us
Right to erasure/"to be forgotten" (Article 17
- data subject has the right to obtain their PII
data from the organization and have this 71% 50% 57% 48%
erased if they so wish; data is no longer
necessary for the purpose it was collected
Records of processing activities (Article 30) -
maintenance of an asset register of sensitive
files including visibility of who has access to 50% 51% 52% 53%
what data and when data can and should be
deleted

Security of processing (Article 32) - automate
and impose least privilege access, implement
accountability via data owners, and provide
reports that policies and processes are in place

Data protection by design (Article 25) -
minimized data collection and retention,
consent must be gained from consumers when
processing data

Data protection impact assessment (Article
35) - carry out regular quantified data risk
assessments for special classes of sensitive
data

Notification of a personal data breach to the
supervisory authority (Article 33) - the
supervisory authority is to be notified within
72 hours of a PII data breach

Other (please specify) 0% 0% 0% 0%
None of the regulations will represent a

41% 53% 55% 51%

43% 35% 52% 55%

33% 28% 21% 43%

32% 38% 39% 28%

P 4% 12% 8% 7%
challenge for my organization
Don't know 6% 3% 0% 1%
Base 500 100 100 100 200

\\ VAROﬂ l S One Year Out: Views on GDPR WWW.varonis.com



1,000-2,999

3,000-5,000

More than 5,000

USEL employees employees employees
Base: all respondents ploy ploy ploy
Right to erasure/"to be forgotten" (Article 17
— data subject has the right to obtain their PII
data from the organization and have this 55% 53% 56% 56%
erased if they so wish; data is no longer
necessary for the purpose it was collected
Records of processing acti
maintenance of an asset register of sensitive
files including visibility of who has access to 52% 48% 57% 50%
what data and when data can and should be
deleted
Security of processing (Article 32) - automate
and impose least privilege access, implement
pose 'east privileg y mpren 50% 49% 55% 46%
accountability via data owners, and provide
reports that policies and processes are in place
Data protection by design (Article 25) -
minimized data collection and retention,
A ! 48% 53% 45% 45%
consent must be gained from consumers when
processing data
Data protection impact assessment (Article
35) - carry out regular quantified data risk
Y T G 33% 30% 32% 38%
assessments for special classes of sen e
data
Notification of a personal data breach to the
supervisory authority (Article 33) - the
T fer: 33% 34% 33% 31%
supervisory authority is to be notified within
72 hours of a PII data breach
Other (please specify) 0% 0% 0% 0%
None of the regulations will represent a
9 > Wl rep 8% 9% 7% 7%
challenge for my organization
Don't know 2% 2% 1% 4%
Base 500 171 176 153
Business and _ . " " Retail, " Other
Total professional | ENeray, oil/gas Einanciol IT, technology | Manufacturing b ;¢ eqycation| Government Bublic distribution and | Other public commercial
Base: all respondents e and utilities services and telecoms = and production healthcare transport sector i
Righf I re/" fore n" (Articl
~- data subject has the right to obtain their PII
data from the organization and have this 55% 56% 39% 49% 74% 48% 44% 54% 65% 49% 50% 46%
erased if they so wish; data is no longer
necessary for the purpose it was collected
Records of processing acti ies (Article 30) -
maintenance of an asset register of sensitive
files including visibility of who has access to 52% 58% 50% 51% 46% 47% 68% 51% 51% 46% 50% 69%
what data and when data can and should be
deleted
Security of processing (Article 32) - automate
and impose least privilege access, implement 50% 2% 50% 53% 48% 57% 60% 38% 59% 57% 25% 33%
accountabili data owners, and pro
reports that pol s and processes ar
I ion ign (Articl:
ol et o and s tation, 48% 28% 44% 45% 54% 55% 48% 49% 38% 49% 75% 56%
consent must be gained from consumers when
processing data
2s)iglcanvioutisoulagauantifiedidatalnisk 33% 30% 28% 34% 31% 22% 32% 49% 35% 38% 25% 41%
assessments for special classes of sensitive
data
33% 23% 39% 41% 28% 42% 36% 19% 35% 31% 0% 38%
72 hours of a PII data breach
Other (please specify) 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
None of the regulations w 8% 21% 17% 8% 4% 7% 0% 11% 3% 7% 0% 5%
2% 0% 0% 1% 2% 3% 4% 3% 3% 3% 25% 0%
Base 500 43 18 74 95 60 25 37 37 68 4 39
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Base: all respondents
Right to erasure/"to be forgotten" (A le 17
- data subject has the right to obtain their PII
data from the organization and have this
erased if they so wish; data is no longer
necessary for the purpose it was collected
Records of processing activities (Article 30) —
maintenance of an asset register of sensitive
files including visibility of who has access to
what data and when data can and should be
deleted

Security of processing (Article 32) - automate
and impose least privilege access, implement
accountability via data owners, and provide
reports that policies and processes are in place

Data protection by design (Article 25) -

minimized data collection and retention,

consent must be gained from consumers when

processing data

Data protection impact assessment (Article

35) - carry out regular quantified data k

assessments for special classes of sensitive

data

Notification of a personal data breach to the
rvisor thority (Articl - the

supervisory authority is to be notified within

72 hours of a PII data breach

Other (please specify)

None of the regulations will represent a

challenge for my organization

Don't know

Base

Base: all respondents
Right to erasure/"to be forgotten" (Article 17
- data subject has the right to obtain their PII
data from the organization and have this
erased if they so wish; data is no longer
necessary for the purpose it was collected

Records of processing activities (Article 30) -
maintenance of an asset register of sensitive
files including visibility of who has access to
what data and when data can and should be
deleted

Security of processing (Article 32) - automate
and impose least pri ge access, implement
accountability via data owners, and provide
reports that policies and processes are in place

Data protection by design (Article 25) -
minimized data collection and retention,
consent must be gained from consumers when
processing data

Data protection impact assessment (Article
35) - carry out regular quantified data risk
assessments for special classes of sensitive
data

Notification of a personal data breach to the
supervisory authority (Article 33)
supervisory authority is to be not

72 hours of a PII data breach

Other (please specify)

None of the regulations will represent a
challenge for my organization

Don't know

Base

N\ VARONIS one vear ot

Total Private sector Public sector

55% 55% 55%

52% 51% 55%

50% 50% 50%

48% 48% 46%

33% 32% 39%

33% 34% 28%

0% 0% 0%

8% 8% 5%

2% 2% 4%

500 397 103

Business model
Total Even focus
B2B focus B2C focus between B2B
and B2C

55% 58% 46% 56%
52% 56% 51% 49%
50% 48% 45% 53%
48% 44% 45% 52%
33% 30% 35% 35%
33% 31% 38% 32%
0% 0% 0% 0%
8% 9% 8% 6%
2% 2% 6% 1%
500 165 104 231
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Has your organization carried out a data impact assessment, or

internal audit in order to examine who has access to your
organization's Pll datae

Base: all respondents

Yes, we carried this out

Yes, we did this between one and six m

ago

Yes, we did this between six months and a
year ago

No, but we are planning to do this within the
next six months

No, but we are planning to do this in between
six months and a year’s time

No, but we are planning to do this in more than
a year's time

No, and we are not planning to do this
Average number of months since respondents’
organizations have carried out a data impact
assessment, or internal audit to examine who
has access to their PII data

Base

Base: all respondents

Yes, we carried this out within the last month
Yes, we did this between one and six months
ago

Yes, we did this between six months and a
year ago

No, but we are planning to do this within the
next six months

No, but we are planning to do this in between
six months and a year’s time

No, but we are planning to do this in more ti

a year's time

No, and we are not planning to do this
Average number of months since respondents’
organizations have carried out a data impact
assessment, or internal audit to examine who
has access to their PII data

Base

Business and
professional
Base: all respondents services

Yes, we carried this out within the last month

500

UK France Germany us
4% 14% 9% 22%
26% 22% 31% 38%
30% 22% 25% 18%
25% 22% 24% 16%
6% 7% 6% 4%
1% 6% 1% 2%
8% 7% 4% 2%
6 5 5 4

100 100 100 200

1,000-2,999
employees

3,000-5,000
employees

More than 5,000

employees

Energy, oil/gas
and utilities

Financial
services

IT, technology
and telecoms

Manufacturing |, ;0 ogucation
and production

Government

Public
healthcare

Retail,

distribution and

transport

Other public
sector

Other
commercial
sectors

Yes, we did this between one and six months
ago

Yes, we did this between six months and a

year ago
No, but we are planning to do this within the
next six months

No, but we are planning to do this in between
six months and a year’s time

No, but we are planning to do this in more than
a year's time

No, and we are not planning to do this

Average number of months since respondents’
organizations have carried out a data impact
assessment, or internal audit to examine who
has access to their PII data

15% 24% 5% 8% 22% 11% 3% 25% 13%
22% 6% 5% 36% 22% 32% 35% 0% 51%
26% 3% 2% 20% 4% 22% 29% 25% 18%
32% 8% 23% 28% 4% 24% 18% 0% 10%
3% 1% 12% 4% 5% 5% 6% 0% 5%
1% 3% 0% 4% 3% 3% 3% 25% 0%
1% 4% 3% 0% 11% 3% 6% 25% 3%
5 4 6 5 4 5 6 5 4
74 95 60 25 37 37 68 4 39
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Base: all respondents
Yes, we carried this out within the last month
Yes, we did this between one and six months
ago

Yes, we did this between six months and a
year ago

No, but we are planning to do this witl the
next six months

No, but we are planning to do this in between
six months and a year’s time

No, but we are planning to do this in more than

a year's time

No, and we are not planning to do this
Average number of months since respondents’
organizations have carried out a data impact
assessment, or internal audit to examine who
has access to their PII data

Base

Base: all respondents

Yes, we carried this out wi

Yes, we did this between one and six m

ago

Yes, we did this between six months and a
year ago

No, but we are planning to do this within the
next six months

No, but we are planning to do this in between
six months and a year’s time

No, but we are planning to do this in more than
a year's time

No, and we are not planning to do this
Average number of months since respondents’
organizations have carried out a data impact
assessment, or internal audit to examine who
has access to their PII data

Base

Total Private sector Public sector
14% 14% 15%
31% 32% 28%
23% 24% 18%
21% 20% 24%

5% 5% 5%

2% 2% 4%

4% 4% 6%

5 5 4
500 397 103

Business model
Even focus
B2B focus B2C focus between B2B
and B2C

500

165 104 231
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When thinking about your organization's entire IT environment, what
areas containing Pll data are most likely to pose the greatest
challenge when complying to EU GDPR<

Combination of responses ranked first, second and third

Base: all respondents France

Employees' personal/mobile devices 45% 49% 48% 51%
File shares/network attached storage 46% 45% 45% 40%
Externally hosted applications/application 35% 33% 44% 46%
databases
Cloud 41% 43% 40% 36%
File sharing devices 37% 38% 29% 42%
On premise workstations 28% 39% 36% 29%
Application databases 32% 25% 29% 21%
Third party/external service providers 21% 13% 23% 33%
Other (please specify) 0% 0% 0% 0%
Don't know 5% 5% 2% 1%
100 100 100 200

1,000-2,999 3,000-5,000 | More than 5,000

mpl mpl mpl
Base: all respondents empioyees employees employees

Employees' personal/mobile devices
File shares/network attached storage
Externally hosted applications/application
databases

Cloud

File sharing devices

On premise workstations

Application databases

Third party/external service providers
Other (please specify)

Don't know

Business and Retail,
professional

Base: all respondents services

Employees' personal/mobile devices

File shares/network attached storage

Externally hosted applications/application

databases

Cloud

File sharing devices

On premise workstations

Application databases

Third party/external service providers

Other (please specify)

Don't know

- Other
S Other public .
: ! Government distribution and commercial
services and telecoms | and production healthcare sector
transport sectors

Financial IT, technology | Manufacturing |, uo o0 oo Public

Base: all respondents Total Private sector Public sector
Employees' personal/mobile devices 49% 49% 50%
File shares/network attached storage 43% 44% 38%
Externally hosted applications/application 41% 43% 34%
databases

Cloud 39% 39% 39%
File sharing devices 38% 37% 40%
On premise workstations 32% 34% 26%
Application databases 26% 22% 40%
Third party/external service providers 24% 25% 22%
Other (please specify) 0% 0% 0%
Don't know 3% 3% 4%
Base 500 397 103
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Base: all respondents

B2B focus

Business model

B2C focus

Even focus

between B2B
and B2C

Employees' personal/mobile devices 49% 50% 46% 49%
File shares/network attached storage 43% 44% 39% 44%
Externally hosted applications/application 41% 39% 40% 42%
databases
Cloud 39% 36% 38% 42%
File sharing devices 38% 41% 38% 35%
On premise workstations 32% 38% 28% 30%
Application databases 26% 24% 28% 26%
Third party/external service providers 24% 22% 32% 23%
Other (please specify) 0% 0% 0% 0%
Don't know 3% 2% 4% 3%
500 165 104 231
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Upon conducting a data impact assessment or internal audit into
who has access to your organization's Pll data, did you discover any
instances of overly permissive data access policies giving free access
to PIl datae¢

Base: respondents whose organization has carried France Germany
out a data impact assessment, or internal audit to
examine who has access to their PII data (sheet 10)
Yes, we have discovered multiple instances of
this

Yes, we have discovered one instance of this
No, we have not discovered this but cannot be
certain that it isn't happening

No, we have not discovered instances of this
and do not expect to

Don’t know

Base: respondents whose organization has carried 1,000-2,999 3,000-5,000
out a data impact assessment, or internal audit to employees employees
examine who has access to their PII data (sheet 10)
Yes, we have discovered multiple instances of
this

Yes, we have discovered one instance of this
No, we have not discovered this but cannot be
certain that it isn’t happening

No, we have not discovered instances of this
and do not expect to

Don’t know

Base

More than 5,000
employees

Business and
professional
services

Financial 1T, technology | Manufacturing . . Public | Reed, Other public Orher
" "9 puplic education  Government distribution and commercial
services and telecoms | and production healthcare sector
transport sectors

Base: respondents whose organization has carried
out a data impact assessment, or internal audit to
examine who has access to their PII data (sheet 10)
Yes, we have discovered multiple instances of
this

Yes, we have discovered one instance of this
No, we have not discovered this but cannot be

certain that it isn’t happening
No, we have not discovered instances of this
and do not expect to

Don’t know

Base: respondents whose organization has carried
out a data impact assessment, or internal audit to
examine who has access to their PII data (sheet 10)
Yes, we have discovered multiple instances of
this

Yes, we have discovered one instance of this
No, we have not discovered this but cannot be
certain that it isn’t happening

No, we have not discovered instances of this
and do not expect to

Don’t know Business model

Private sector Public sector

Even focus
B2B focus B2C focus between B2B
and B2C

Base: respondents whose organization has carried
out a data impact assessment, or internal audit to
examine who has access to their PII data (sheet 10)
Yes, we have discovered multiple instances of
this

Yes, we have discovered one instance of this
No, we have not discovered this but cannot be
certain that it isn’t happening

No, we have not discovered instances of this
and do not expect to

Don’t know
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Do you have a Data Protection Officer (DPO) or equivalent within

your organizatione

Base: all respondents France Germany

Yes 28% 39% 54%
No, but we will be appointing someone within 20% 20% 22%
the next six months

No, but we be appointing someone within o o o
the next 12 months 22% 30% 12%
No, but we be appointing someone in more o o o
than 12 months’ time 12% 6% 6%
No, and we have no plans to appoint anyone 5% 2% 6%
No, we are not required to appoint anyone 5% 3% 1%
Don’t know 8% 0% 1%
Base 500 100 100 100 200

1,000-2,999 3,000-5,000 |More than 5,000
employees employees employees

Base: all respondents
Yes

No, but we will be appointing someone within
the next months

No, but we be appointing someone within
the next 12 ths

No, but we be appointing someone in more
than 12 months’ time

No, and we have no plans to appoint anyone

No, we are not required to appoint anyone

Don’t know

Business and
professional

Base: all respondents services

Yes

Energy, oil/gas | Financial IT, technology | Manufacturing | g oo
and utilities services and telecoms | and production

Public
healthcare

Retail, - Other
distribution and | Other PUblic o orcial
sector
transport sectors

38%

No, but we will be appointing someone within
months

21%

be appointing someone within
ths

28%

be appointing someone in more

No, and we have no plans to appoint anyone

0%

No, we are not required to appoint anyone

3%

Don’t know

3%

Base: all respondents Public sector

Yes 46% 50%
No, but w? will be appointing someone within 19% 21%
the next six months
No, but we be appointing someone within o o
the next 12 months 18% 16%
No, but we be appointing someone in more

o 7% 6%
than 12 months’ time
No, and we have no plans to appoint anyone 5% 4%
No, we are not required to appoint anyone 3% 1%
Don’t know 3% 2%
Base 500 397 103

Business model
Even focus

B2B focus B2C focus between B2B

Base: all respondents and B2C

Yes 47% 50% 45%

No, but wt_a will be appointing someone within 19% 18% 19%

the next six months

No, but we will be appointing someone within 15% 9% 23%

the next 12

No, but we will be_ appointing someone in more 10% 6% 5%

than 12 months’

No, and we have no plans to appoint anyone 2% 9% 4%

No, we are not required to appoint anyone 4% 2% 1%

Don’t know 3% 7% 1%
165 104 231
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What professional background does/do you expect your DPO or

equivalent to primarily have®?

Base: respondents whose organization currently
has, or is planning to appoint a Data Protection France Germany
Officer within the next 12 months (sheet 16)
IT

Legal/risk/ d/compliance/governance

Security

Human resources

Operations

Business direction and strategy

Finance

Other (please specify)

Don’t know

Base 417 84 70 89

Base: respondents whose organization currently
has, or is planning to appoint a Data Protection
Officer within the next 12 months (sheet 16)
IT
Legal/risk/fraud/compliance/governance
Security

Human resources

Operations

Business direction and strategy

Finance

Other (please specify)

Don’t know

Base

1,000-2,999 3,000-5,000 |More than 5,000
employees employees employees

Base: respondents whose organization currently Business and
has, or is planning to appoint a Data Protection professional
Officer within the next 12 months (sheet 16) services

I 31% 69% 44% 30% 50%

Energy, oil/gas Financial IT, technology | Manufacturing o\ ooq oo | ment

Public
and utilities services and telecoms  and production healthcare

174

Retail,

distribution and

transport
47%

Other public
sector

67%

Other
commercial
sectors
53%

Legal/risk/fraud/compliance/governance 31% 14% 22% 15% 9% 24% 31% 0% 18%
Security 33% 13% 28% 35% 26% 24% 14% 33% 15%
Human resources 2% 1% 4% 0% 3% 0% 2% 0% 3%
Operations 0% 1% 0% 10% 0% 0% 2% 0% 6%
Business direction and strategy 0% 1% 0% 0% 9% 0% 0% 0% 0%
Finance 3% 1% 0% 5% 0% 3% 0% 0% 0%
Other (please specify) 0% 0% 0% 0% 0% 0% 0% 0% 0%
Don’t know 0% 0% 2% 5% 3% 0% 4% 0% 6%

61 87 50 20 34

Base: respondents whose organization currently
has, or is planning to appoint a Data Protection
Officer within the next 12 months (sheet 16)
IT
Legal/risk/fraud/compliance/governance
Security

Human resources

Operations

Business direction and strategy

Finance

Other (please specify)

Don’t know

Base: respondents whose organization currently
has, or is planning to appoint a Data Protection B2B focus B2C focus between B2B
Officer within the next 12 months (sheet 16) and B2C
IT 47% 46% 36% 52%
Legal/risk/fraud/compliance/governance 23% 21% 29% 22%
Security 23% 26% 23% 21%
Human resources 2% 4% 1% 0%
Operations 1% 0% 4% 1%
Business direction and strategy 1% 2% 1% 1%
Finance 1% 1% 3% 1%
Other (please specify) 0% 0% 0% 0%
Don’t know 2% 2% 4% 1%
Base 417 133 80 204

Private sector Public sector

Business model

Even focus
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Has a separate budget been allocated to becoming compliant and
maintaining compliance with the EU GDPR by your organization?

Base: all respondents UK France Germany uUs
_Yes, we have a separate budget for this and it 15% 38% 35% 52%
is enough

Yes_, but the budget allocated to this is looking 30% 33% 41% 24%
a bit short

No_, but we are curr:ently looking at setting 27% 17% 16% 16%
aside budget for this

No, we are not sure where we are going to find o o o o
the budget for this 10% 6% 6% 7%
Don’t know 18% 6% 2% 2%
Base 500 100 100 100 200

1,000-2,999 3,000-5,000 |More than 5,000

Base: all respondents employees employees employees

Yes, we have a separate budget for this and it
is enough

Yes, but the budget allocated to this is looking
a bit short

No, but we are currently looking at setting
aside budget for this

No, we are not sure where we are going to find
the budget for this

Don’t know

Business and Retail, Other

professional | EMergy. cil/gas | Financial IT, technology | Manufacturing |p ;¢ equcation  Government Public distribution and | Other PUblic | oo cial
. > and utilities services and telecoms | and production healthcare sector
Base: all respondents services transport sectors
:'::;‘:‘fg:a"e O R EPTIDET 38% 35% 33% 39% 58% 35% 24% 27% 27% 38% 25% 31%
:e:i’t Z:::‘e DEdGRtaliocateditathisisliook sy 30% 16% 28% 28% 26% 23% 52% 30% 30% 35% 25% 49%
No, but we are currently looking at setting 18% 30% 28% 19% 9% 32% 12% 19% 22% 13% 0% 13%
aside budget for this
No, we are not sure where we are going to find 7% 14% 6% 8% 2% 3% 4% 8% 19% 9% 25% 3%
the budget for this
Don’t know 6% 5% 6% 5% 4% 7% 8% 16% 3% 4% 25% 5%
500 43 18 74 95 60 25 37 37 68 4 39
Base: all respondents Total Private sector Public sector

_Yes, we have a separate budget for this and it 38% 41% 26%
is enough

Yes_, but the budget allocated to this is looking 30% 29% 35%
a bit short

No, but we are currently looking at setting o o o
aside budget for this 18% 19% 17%
No, we are not sure where we are going to find o o o
the budget for this 7% 6% 12%
Don’t know 6% 5% 10%
Base 500 397 103

Business model
Even focus
B2B focus B2C focus between B2B

Base: all respondents and B2C
_Yes, we have a separate budget for this and it 38% 45% 26% 39%
is enough

Yes_, but the budget allocated to this is looking 30% 26% 29% 34%
a bit short

No_, but we are curr_ently looking at setting 18% 18% 17% 19%
aside budget for this

No, we are not sure where we are going to find o o o o
the budget for this 7% 6% 14% 5%
Don’t know 6% 5% 13% 3%
Base 500 165 104 231
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Where is this separate budget broadly being derived from?e

Base: respondents whose organization currently

has, or is looking to set aside a separate budget for

becoming compliant and maintaining compliance
with the EU GDPR (sheet 18)

It has been reassigned from previous data
protection budgets

Brand new budget

It has been reassigned from previous security
budgets

*It has been reassigned from specific
department’s budgets (please specify the
departments)

Other (please specify)
Don’t know
Base

*It has been reassigned from specific department’s budgets (plea:

Base: respondents whose organization currently
has, or is looking to set aside a separate budget for
becoming compliant and maintaining compliance
with the EU GDPR (sheet 18)

It has been reassigned from previous data
protection budgets

Brand new budget

It has been reassigned from previous security
budgets

It has been reassigned from spec
department’s budgets (please specify the
departments)

Other (please specify)

Don’t know

Base

Base: respondents whose organization currently

has, or is looking to set aside a separate budget for

becoming compliant and maintaining compliance

with the EU GDPR (sheet 18)

It has been reassigned from previous data
protection budgets

France

Germany

1,000-2,999
employees

3,000-5,000
employees

More than 5,000
employees

Business and
professional
services

Energy, oil/gas
and utilities

Financial
services

IT, technology | Manufacturing
and telecoms | and production

Public education

39% 33% 49% 43%

28% 33% 34% 33%

23% 28% 31% 14% 23%
1% 1% 1% 1% 1%
0% 0% 0% 0% 0%
2% 4% 2% 2% 1%
434 72 88 92 182

Public

Government healthcare

se specify the departments): IT department; Legal department; Market research and development department; Marketing department

Retail, ; Other
distribution and | Other Public commercial
sector
transport sectors

Brand new budget

It has been reassigned from previous security
budgets

It has been reassigned from spe
department’s budgets (please sp
departments)

Other (please specify)

Don’t know

Base: respondents whose organization currently
has, or is looking to set aside a separate budget for
becoming compliant and maintaining compliance
with the EU GDPR (sheet 18)

It has been reassigned from previous data
protection budgets

Brand new budget

It has been reassigned from previous security
budgets

It has been reassigned from specific
department’s budgets (please specify the
departments)

Other (please specify)

Don’t know

Base

Base: respondents whose organization currently
has, or is looking to set aside a separate budget for
becoming compliant and maintaining compliance
with the EU GDPR (sheet 18)

It has been reassigned from previous data
protection budgets

Brand new budget

It has been reassigned from previous security
budgets

It has been reassigned from specific
department’s budgets (please specify the
departments)

Other (please specify)

Don't know
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Public sector

B2B focus

Business model
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between B2B

B2C focus

and B2C
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Which of the following EU countries do you believe will enforce the EU
GDPR the most rigorously?

Combination of responses ranked first, sescond and third

Base: all respondents UK France Germany

84% 69% 85% 70%

76% 35% 24% 76%

52% 62% 59% 56%
Netherlands 24% 26% 50% 18%
Belgium 15% 22% 27% 13%
Spain 4% 13% 7% 15%
Italy 3% 5% 4% 21%
Republic of Ireland 11% 9% 6% 9%
Portugal 2% 6% 5% 3%
Greece 1% 1% 0% 3%
*Another European country (please specify) 1% 1% 3% 1%
;td:"not think that any country will be rigorous 4% 10% 8% 3%
Don't know 4% 5% 7% 2% 3%
Base 500 100 100 100 200

*Another European country (please specify): Austria; Denmark (x2); Luxembourg; Sweden (x2)

1,000-2,999 3,000-5,000 | More than 5,000

mpl mpl mpl
Base: all respondents employees employees employees

Netherlands
Belgium

SHET

Italy

Republic of Ireland

Portugal

Greece

Another European country (please specify)

I do not think that any country will be rigorous

Base 500 171 176 153

Business and Retail Other
> Energy, oil/gas Financial IT, technology | Manufacturing . . Public e Other public .
professional o X "9 | public education| Government distribution and commercial
> and utilities services and telecoms | and production healthcare sector
services transport sectors

84% 79% 80% 80% 70% 76% 74% 75% 62%
58% 61% 48% 60% 54% 65% 56% 25% 51%
58% 61% 53% 48% 41% 73% 54% 25% 62%
27% 22% 35% 28% 24% 27% 21% 75% 31%
20% 16% 18% 16% 16% 24% 22% 0% 18%
7% 13% 8% 12% 11% 5% 19% 25% 18%
7% 12% 12% 20% 11% 3% 13% 0% 13%
Republic of Ireland 9% 8% 10% 12% 8% 5% 7% 0% 13%
Portugal 3% 2% 3% 8% 3% 3% 7% 0% 8%
Greece 1% 0% 3% 4% 0% 3% 0% 0% 3%
Another European country (please specify) 1% 1% 3% 0% 5% 0% 0% 0% 0%
:td:"nnt think that any country will be rigorous 7% 4% o 0% 3% 3% 3% 25% o0
1% 4% 3% 4% 16% 3% 6% 0% 3%
74 95 60 25 37 37 68 4 39
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Base: all respondents

Republic of Ireland

Portugal

Greece

Another European country (please specify)

I do not think that any country will be rigorous
at all

Don't know

Base: all respondents

Total Private sector Public sector
76% 76% 75%
57% 57% 58%
57% 58% 53%
27% 27% 28%
18% 18% 18%
11% 11% 10%
11% 11% 10%
9% 9% 8%
4% 4% 4%
1% 1% 2%
1% 1% 2%
6% 6% 3%
4% 3% 8%
500 397 103

B2B focus

Business model

B2C focus

Even focus
between B2B
and B2C

Netherlands

Belgium

Spain

Italy

Republic of Ireland

Portugal

Greece

Another European country (please specify)

I do not think that any country will be rigorous
at all

Don't know
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Which industry do you believe is most likely to be made an example
of if an organization from that industry breaches the EU GDPR?

Base: all respondents Total UK France Germany uUs
EL ] 26% 52% 18% 15% 23%
IT, technology and telecoms 20% 6% 19% 22% 27%
fmanqal services (excluding banking and 8% 11% 3% 9% 10%
insurance)

Business and professional services 5% 3% 10% 1% 7%
Government 5% 3% 5% 6% 6%
Manufacturing and production 4% 2% 8% 4% 4%
Consumer services 4% 3% 3% 7% 3%
Retail, distribution and transport 3% 4% 3% 1% 5%
Insurance 3% 1% 4% 4% 3%
Media, leisure and entertainment 3% 5% 2% 6% 1%
Public healthcare 3% 1% 3% 3% 3%
Energy, oil/gas and utilities 2% 2% 1% 1% 4%
Construction and property 2% 1% 1% 3% 3%
Legal 1% 0% 4% 3% 0%
Public education 1% 0% 2% 0% 1%
Other public sector (please specify) 0% 0% 0% 0% 0%
Other commercial sector (please specify) 0% 0% 0% 0% 0%
I do not think that any industry in particular is

more likely to be made an example of should 8% 6% 14% 15% 4%
one of their organization's breach GDPR

Base 500 100 100 100 200

1,000-2,999 3,000-5,000 | More than 5,000
employees employees employees

Base: all respondents

Banking 26% 23% 29%
IT, technology and telecoms 22% 22% 16%
Flnam:lal services (excluding banking and 9% 7% 9%
insurance)

Business and professional services 7% 6% 3%
Government 4% 3% 8%
Manufacturing and production 4% 5% 4%
Consumer services 2% 3% 6%
Retail, distribution and transport 4% 4% 3%
Insurance 2% 4% 3%
Media, leisure and entertainment 3% 3% 2%
Public healthcare 3% 1% 4%
Energy, oil/gas and utilities 2% 2% 3%
Construction and property 2% 3% 1%
Legal 2% 1% 1%
Public education 1% 1% 0%
Other public sector (please specify) 0% 0% 0%
Other commercial sector (please specify) 0% 0% 0%
I do not think that any industry in particular is

more likely to be made an example of should 7% 10% 8%
one of their organization's breach GDPR

Base 500 171 176 153
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Base: all respondents
Banking

IT, technology and telecoms

Financial services (excluding banking and
insurance)

Business and professional services

Government

Manufacturing and production
Consumer servic

Retail, distribution and transport

Insurance

Media, leisure and entertainment

Construction and property

Legal

Public education

Other public sector (please specify)

Other commerecial sector (please specify)

1 do not think that any industry in particular is
more likely to be made an example of should
one of their organization's breach GDPR

Base: all respondents
Banking

IT, technology and telecoms

inancial services (excluding banking and
insurance)

Business and professional services

Government

Manufacturing and production

Consumer services

Retail, distribution and transport

Insurance

Media, leisure and entertainment

Public healthcare

Construction and property

Legal

Public education

Other public sector (please specify)

Other commercial sector (please specify)

I do not think that any industry in par

more likely to be made an example of should
one of their organization's breach GDPR

Base

Base: all respondents
Banking

IT, technology and telecoms

Financial services (excluding banking and
insurance)

Business and professional services

Government

Manufacturing and production

Consumer services

Retail, distribution and transport

Insurance

Media, leisure and entertainment

Public healthcare

Energy, oil/gas and utilities

Construction and property

Legal

Public education

Other public sector (please specify)

Other commercial sector (please specify)

I do not think that any industry in particular is

more likely to be made an example of should
one of their organization's breach GDPR

Base

Business and ) ) ) ) ) Retail, ) Other
professional | ENergy; oil/gas | Financial IT, technology | Manufacturing |, ;e equcation| Government (T distribution and| Other public commercial
. and utilities services and telecoms  and production healthcare sector
services transport sectors
22% 32% 24% 33% 36% 30% 35% 13% 50% 10%
22% 9% 49% 8% 4% 14% 19% 21% 0% 15%
0% 19% 3% 10% 4% 3% 8% 10% 0% 10%
6% 7% 4% 0% 0% 3% 3% 6% 0% 10%
6% 1% 3% 3% 12% 22% 11% 0% 0% 5%
11% 1% 2% 18% 0% 3% 8% 3% 0% 0%
0% 4% 2% 2% 8% 8% 3% 4% 0% 10%
0% 0% 0% 3% 4% 3% 0% 16% 0% 0%
0% 5% 1% 2% 4% 0% 3% 4% 0% 5%
11% 4% 2% 2% 4% 0% 0% 3% 0% 5%
0% 3% 1% 2% 0% 0% 3% 3% 25% 3%
17% 1% 1% 3% 0% 0% 3% 3% 0% 5%
0% 0% 3% 0% 4% 3% 0% 3% 0% 8%
0% 0% 2% 3% 8% 0% 0% 0% 25% 0%
0% 1% 0% 0% 8% 0% 0% 1% 0% 0%
0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
6% 11% 1% 10% 4% 14% 5% 9% 0% 13%
18 74 95 60 25 37 37 68 4 39
Total Private sector Public sector
26% 24% 34%
20% 22% 13%
8% 9% 5%
5% 6% 2%
5% 3% 15%
4% 5% 4%
4% 3% 6%
3% 4% 2%
3% 3% 2%
3% 3% 1%
3% 3% 2%
2% 3% 1%
2% 2% 2%
1% 1% 3%
1% 1% 2%
0% 0% 0%
0% 0% 0%
ular is
8% 9% 8%
500 397 103
Business model
Even focus
B2B focus B2C focus between B2B
and B2C
500 165 104 231
Www.varonis.com
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Which country do you believe is most likely to be made an example
of if an organization from that country breaches the EU GDPR?

Base: all respondents ota ance erma
23% 48% 2% 11% 27%
21% 10% 30% 47% 9%
19% 9% 6% 7% 36%
10% 4% 28% 7% 6%
a 4% 0% 0% 1% 9%
Bra 2% 3% 3% 0% 2%
anada 1% 1% 3% 0% 2%
apa 1% 0% 0% 0% 2%
A alia 0% 0% 0% 0% 0%
Anothe opea 0 please spe 1% 1% 1% 1% 1%
other APA 0 please spe 0% 0% 0% 0% 0%
ity = SE PREasE 0% 0% 0% 0% 0%
Do 0 6% 6% 12% 13% 1%
ore e o be made an example o ould 12% 18% 15% 13% 7%

O O e orga atio brea DP

Base 500 100 100 100 200

*Another European country (please specify): Greece (x3); Italy; Spain

1,000-2,999 3,000-5,000 |More than 5,000

Base: all respondents employees employees employees

Canada

Japan

Australia

Another European country (please specify)
Another APAC country (please specify)
Another country in the Americas (please
specify)

Don’t know

I do not think that any country in particular is
more likely to be made an example of should
one of their organization's breach GDPR

Business and Retail, Other

professional g IT, technology | Manufacturing |, ;0 equcation  Government (S distribution and | Other public commercial
Base: all respondents e services and telecoms | and production healthcare o sector ectors
27% 26% 12% 16% 27% 32% 22% 25% 23%
27% 20% 17% 16% 27% 8% 26% 25% 15%
14% 28% 13% 20% 16% 19% 15% 0% 23%
9% 9% 10% 4% 1% 14% 10% 0% 10%
3% 2% 12% 8% 0% 0% 3% 0% 5%
1% 1% 0% 12% 5% 0% 3% 0% 0%
1% 0% 0% 4% 0% 3% 1% 0% 3%
0% 0% 2% 0% 0% 0% 0% 0% 3%
0% 0% 0% 0% 0% 0% 0% 0% 0%
Another European country (please specify) 1% 0% 2% 4% 0% 0% 0% 25% 0%
Another APAC country (please specify) 0% 0% 0% 0% 0% 0% 0% 0% 0%
:::::‘;; cotnylinthelamericasl(Plense 0% 0% 0% 0% 0% 0% 0% 0% 0%
Don't know 4% 3% 15% 12% 0% 16% 6% 25% 5%
I do not think that any country in particular is
more likely to be made an example of should 12% 9% 18% 4% 14% 8% 13% 0% 13%
one of their organization's breach GDPR
74 95 60 25 37 37 68 4 39
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Base: all respondents

Japan

Australia

Another European country (please specify)

Another APAC country (please specify)

Another country in the Americas (please
specify)

Don’t know

I do not think that any country in particular is
more likely to be made an example of should
one of their organization's breach GDPR

Base

Base: all respondents

Total Private sector Public sector
23% 22% 26%
21% 22% 17%
19% 19% 17%
10% 10% 10%
4% 4% 2%
2% 1% 5%
1% 1% 2%
1% 1% 0%
0% 0% 0%
1% 1% 2%
0% 0% 0%
0% 0% 0%
6% 6% 10%
12% 13% 9%
500 397 103

B2B focus

Business model

B2C focus

Even focus
between B2B
and B2C

Canada

Japan

Australia

Another European country (please specify)

Another APAC country (please specify)

Another country in the Americas (please
specify)

Don’t know

I do not think that any country in particular is
more likely to be made an example of should
one of their organization's breach GDPR

Base

500

165
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To what extent do you agree or disagree with the following
statements?

Counftry

Total

Strongly

; Don’t know
disagree

Base: all respondents (500) Strongly agree Disagree

We face some serious challenges in being

0y 0 0,
compliant with the EU GDPR by 25th May 2018 17% 5% 3%
The flnc:es imposed a_s a result of brea(_:hln_g 26% 49% 17% 306 5%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 17% 41% 27% 5% 10%
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 17% 43% 26% 6% 8%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 18% 5% 10%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

25% 7% %
‘housekeeping’ tasks like data access rights 5% ° 6%
that would have previously been neglected
Our organization does not view compliance 33% 19% 6%

with GDPR by the deadline as a priority

UK

Strongly

; Don’t know
disagree

Base: respondents from the UK (100) Strongly agree Disagree

We face some serious challenges in being

0 0y 0 0y 0
compliant with the EU GDPR by 25th May 2018 15% 58% 18% 2% 7%
The flm_zs imposed asa result of breat_:hln_g 20% 54% 16% 0% 10%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 9% 47% 23% 1% 20%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 5% 33% 39% 12% 11%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 23% 47% 12% 3% 15%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

0, 0 0, 0 0,
‘housekeeping’ tasks like data access rights 10% 38% 29% 8% 15%
that would have previously been neglected
Our organization does not view compliance 6% 28% 38% 17% 11%

with GDPR by the deadline as a priority

France
Strongly

; Don’t know
disagree

Base: respondents from France (100) Strongly agree Agree Disagree

We face some serious challenges in being

0 0y 0 0y 0
compliant with the EU GDPR by 25th May 2018 3% 51% 14% 7% 5%
The flm_as imposed asa result of breat_: g 29% 35% 21% 6% 9%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 16% 48% 18% 9% 9%
to enforce the mandate
We believe that adhering to the EU GDPR will
give us a competitive advantage over other 19% 44% 19% 8% 10%
i our sector

n from the UK will be made an
example of should they breach any part of the 17% 41% 27% 4% 11%
EU GDPR, as a result of Brexit
The EU GDPR has meant my organization has
‘extra budge_t a)lallable_to focus resourc_e onto 23% 379% 26% 9% 5%
housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance 10% 26% 30% 25% 9%

with GDPR by the deadline as a priority
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Base: respondents from Germany (100)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from the US (200)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Strongly agree

Agree

Disagree

Germany

Strongly
disagree

Don’t know

17% 64% 15% 4% 0%
27% 48% 20% 2% 3%
18% 42% 31% 3% 6%
10% 46% 33% 6% 5%
20% 37% 28% 7% 8%
14% 56% 23% 6% 1%
10% 48% 31% 9% 2%

Strongly agree

Agree

us

Disagree

Strongly
disagree

Don’t know

25% 50% 18% 5% 3%
27% 54% 15% 3% 2%
21% 35% 31% 7% 7%
26% 46% 19% 3% 8%
28% 49% 12% 5% 7%
21% 47% 24% 6% 4%
19% 23% 32% 22% 5%
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To what extent do you agree or disagree with the following
statements?

Size

Total

Strongly

; Don’t know
disagree

Base: all respondents (500) Strongly agree Agree Disagree

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate
We believe that adhering to the EU GDPR will
give us a competitive advantage over other 17% 43% 26% 6% 8%
i our sector

n from the UK will be made an
example of should they breach any part of the 23% 45% 18% 5% 10%
EU GDPR, as a result of Brexit
The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

21% 54% 17% 5% 3%

26% 49% 17% 3% 5%

17% 41% 27% 5% 10%

18% 45% 25% 7% 6%

13% 29% 33% 19% 6%

1,000-2,999 employees
Base: respondents from organizations with 1,000~
2,999 employees (171)

We face some serious challenges in being

Strongly
disagree

Agree Disagree Don’t know

0, 0, 0 0, 0
compliant with the EU GDPR by 25th May 2018 16% 58% 18% 5% 3%
The flnt::s imposed a_s a result of brea(_:hln_g 20% 50% 23% 4% 4%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 17% 42% 25% 6% 10%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 19% 44% 23% 5% 9%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 19% 50% 18% 4% 9%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

15% 43% 29% % %
‘housekeeping’ tasks like data access rights 5% 3% 9% 8% 6%
that would have previously been neglected
Our organization does not view compliance 14% 299% 34% 19% 4%

with GDPR by the deadline as a priority

3,000-5,000 employees
Base: respondents from organizations with 3,000~
5,000 employees (176)

We face some serious challenges in being

Strongly
disagree

Strongly agree Agree Disagree Don’t know

0, 0 0, 0 0,
compliant with the EU GDPR by 25th May 2018 24% 5% 11% 6% 3%
The fm«_as imposed asa result of breat_: g 33% 45% 14% 3% 5%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 20% 42% 25% 6% 7%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 19% 45% 22% 7% 7%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 27% 41% 18% 6% 8%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

20% 46% 22% Iy (9
‘housekeeping’ tasks like data access rights 0% 6% o 6% 6%
that would have previously been neglected
Our organization does not view compliance 13% 34% 31% 16% o

with GDPR by the deadline as a priority
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Base: respondents from organizations with more
than 5,000 employees (153)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

\\ VAROﬂ l S One Year Out: Views on GDPR

Strongly agree

Agree

More than 5,000 employees

Disagree

Strongly
disagree

Don’t know

23% 50% 21% 2% 5%
24% 52% 14% 1% 8%
14% 40% 30% 4% 12%
13% 39% 33% 7% 9%
23% 42% 18% 5% 12%
17% 46% 25% 7% 5%
11% 25% 33% 22% 8%
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To what extent do you agree or disagree with the following

statements?

Sector

Base: all respondents (500)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from organizations in the
business and professional services sector (43)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from organizations in the
energy, oil/gas and utilities sector (18)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

N\ VARONIS one vear ot

Strongly agree

Agree

Total

Disagree

Strongly
disagree

Don’t know

21% 54% 17% 5% 3%
26% 49% 17% 3% 5%
17% 41% 27% 5% 10%
17% 43% 26% 6% 8%
23% 45% 18% 5% 10%
18% 45% 25% 7% 6%
13% 29% 33% 19% 6%

Agree

Business and professional services

Disagree

Strongly
disagree

Don’t know

2% 60% 33% 5% 0%
26% 44% 21% 9% 0%
16% 44% 26% 5% 9%
21% 37% 28% 9% 5%
16% 40% 26% 7% 12%
12% 40% 26% 19% 5%
7% 21% 47% 26% 0%

Strongly agree

Agree

Energy, oil/gas and utilities

Disagree

Strongly
disagree

Don’t know

28% 44% 22% 6% 0%
28% 56% 17% 0% 0%
22% 56% 11% 11% 0%
17% 39% 28% 6% 11%
28% 50% 22% 0% 0%
0% 67% 28% 0% 6%
17% 33% 22% 22% 6%

Views on GDPR
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Financial services
Base: respondents from organizations in the
financial services sector (74)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018

Strongly agree Agree Disagree

19% 57% 18%

Strongly
disagree

4%

Don’t know

3%

The fines imposed as a result of breaching

) " L 19% 54% 20%
regulations could cripple some organizations

1%

5%

The EU GDPR will not have enough regulators

0 0 0,
to enforce the mandate 12% 45% 30%

3%

11%

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 20% 46% 26%
organizations in our sector

7%

1%

An organization from the UK will be made an
example of should they breach any part of the 24% 49% 18%
EU GDPR, as a result of Brexit

1%

8%

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected

19% 39% 30%

8%

4%

Our organization does not view compliance

0, 0y 0
with GDPR by the deadline as a priority 9% 24% 35%

28%

3%

IT, technology and telecoms
Base: respondents from organizations in the IT,
technology and telecoms sector (95)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018

Strongly agree Agree Disagree

31% 51% 11%

Strongly
disagree

5%

Don’t know

3%

The fines imposed as a result of breaching

) " o 31% 49% 14%
regulations could cripple some organizations

3%

3%

The EU GDPR will not have enough regulators

0 0y 0
to enforce the mandate 19% 36% 23%

8%

14%

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 21% 47% 19%
organizations in our sector

4%

8%

An organization from the UK will be made an
example of should they breach any part of the 23% 54% 12%
EU GDPR, as a result of Brexit

4%

7%

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected

22% 51% 16%

4%

7%

Our organization does not view compliance

0 0y 0,
with GDPR by the deadline as a priority 23% 26% 29%

16%

5%

Manufacturing and production
Base: respondents from organizations in the
manufacturing and production sector (60)
We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018

Strongly agree Agree Disagree

18% 48% 23%

Strongly
disagree

8%

Don’t know

2%

The fines imposed as a result of breaching

N " R 18% 57% 17%
regulations could cripple some organizations

5%

3%

The EU GDPR will not have enough regulators

0 0 0y
to enforce the mandate 12% 45% 27%

8%

8%

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 15% 38% 37%
organizations in our sector

7%

3%

An organization from the UK will be made an
example of should they breach any part of the 18% 45% 20%
EU GDPR, as a result of Brexit

7%

10%

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected

13% 52% 25%

7%

3%

Our organization does not view compliance

0 0, 0y
with GDPR by the deadline as a priority 5% 38% 32%

22%

3%
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Base: respondents from organizations in the public
education sector (25)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a prio

Base: respondents from organizations in the
government sector (37)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from organizations in the public
healthcare sector (37)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Strongly agree

Agree

Public education

Disagree

Strongly
disagree

Don’t know

16% 80% 0% 0% 4%
20% 68% 12% 0% 0%
20% 32% 36% 0% 12%
4% 52% 32% 8% 4%
24% 36% 20% 8% 12%
16% 48% 24% 4% 8%
0% 48% 36% 8% 8%
Government
- Strongly "
Strongly agree Agree Disagree disagree Don’t know

24% 41% 19% 3% 14%
27% 35% 16% 0% 22%
19% 32% 32% 3% 14%
22% 27% 22% 11% 19%
24% 46% 8% 5% 16%
16% 32% 22% 14% 16%
24% 22% 27% 14% 14%

Strongly agree

Agree

Public healthcare

Disagree

Strongly
disagree

Don’t know

19% 68% 11% 0% 3%
22% 57% 22% 0% 0%
11% 51% 32% 3% 3%
11% 59% 14% 0% 16%
30% 46% 14% 5% 5%
16% 51% 24% 3% 5%
3% 41% 32% 22% 3%

\\ VAROﬂ l S One Year Out: Views on GDPR

WWW.varonis.com




Base: respondents from organizations in the retail,
distribution and transport sector (68)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from organizations in other
public sectors (4)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Base: respondents from organizations in other
commercial sectors (39)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Strongly agree

Agree

Retail, distribution and transport
Strongly
disagree

Disagree

Don’t know

22% 49% 18% 7% 4%

32% 34% 19% 3% 12%
22% 37% 24% 7% 10%
15% 34% 32% 7% 12%
19% 43% 25% 0% 13%
19% 35% 37% 6% 3%

13% 28% 34% 13% 12%

Strongly agree

Agree

Other public sector

Disagree

Strongly
disagree

Don’t know

25% 50% 25% 0% 0%
25% 75% 0% 0% 0%
0% 75% 0% 0% 25%
0% 0% 50% 0% 50%
25% 25% 25% 0% 25%
0% 50% 50% 0% 0%
0% 25% 25% 0% 50%

Strongly agree

Agree

Other commercial sectors

Disagree

Strongly
disagree

Don’t know

23% 62% 10% 3% 3%
36% 44% 15% 3% 3%
23% 44% 28% 3% 3%
18% 54% 18% 5% 5%
31% 26% 23% 13% 8%
28% 46% 18% 3% 5%
18% 28% 28% 15% 10%
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To what extent do you agree or disagree with the following
statements?

Private vs. public sector

Total

Strongly

) Don’t know
disagree

Base: all respondents (500) Strongly agree Agree Disagree

We face some serious challenges in being

[ 0, 0, 0, {
compliant with the EU GDPR by 25th May 2018 21% 54% 17% 5% 3%
The flngs imposed a_s a result of brea(_:hln_g 26% 49% 17% 3% 5%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 17% 41% 27% 5% 10%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 17% 43% 26% 6% 8%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 23% 45% 18% 5% 10%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

{ 0, { 0, )
‘housekeeping’ tasks like data access rights 18% 45% 25% 7% 6%
that would have previously been neglected
Our organization does not view compliance 13% 29% 33% 19% 6%

with GDPR by the deadline as a priority

Private sector
Base: respondents from organizations in the private
sector (397)

We face some serious challenges in being

Strongly
disagree

Strongly agree Agree Disagree Don’t know

0 0 0y 0 0y
compliant with the EU GDPR by 25th May 2018 21% 53% 18% 6% 3%
The f|ne_-.s imposed asa result of brea:_:hlng 27% 48% 17% 4% 5%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 17% 42% 25% 6% 10%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 18% 43% 26% 6% 6%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 22% 45% 19% 4% 9%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

0 0 0y 0 0
‘housekeeping’ tasks like data access rights 18% 45% 25% 7% 5%
that would have previously been neglected
Our organization does not view compliance 14% 28% 33% 20% 6%

with GDPR by the deadline as a priority

Public sector

Base: respondents from organizations in the public

. Strongly
sector (103) Strongly agree Agree Disagree

disagree

Don’t know

We face some serious challenges in being

0y 0, 0, 0y 0,
compliant with the EU GDPR by 25th May 2018 20% 60% 12% 1% 7%
The fme_:s imposed asa result of breac_hln_g 239% 52% 17% 0% 8%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 16% 41% 329% 2% 10%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 13% 44% 22% 6% 16%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 26% 43% 14% 6% 12%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

0y 0 0 0y 0,
‘housekeeping’ tasks like data access rights 16% 44% 24% 7% 10%
that would have previously been neglected
Our organization does not view compliance 10% 35% 31% 159% 10%

with GDPR by the deadline as a priority
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To what extent do you agree or disagree with the following
statements?

Business model

Total

Strongly

" Don’t know
disagree

Strongly agree Agree Disagree

Base: all respondents (500)
We face some serious challenges in being

0 0, 0 0 L)
compliant with the EU GDPR by 25th May 2018 21% 54% 17% 5% 3%
The flm_as imposed a_s a result of brea(_:hln_g 26% 49% 17% 3% 5%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 17% 41% 27% 5% 10%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 17% 43% 26% 6% 8%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 23% 45% 18% 5% 10%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto

0, 0 0y 0y {
‘housekeeping’ tasks like data access rights 18% 45% 25% 7% 6%
that would have previously been neglected
Our organization does not view compliance 13% 209% 33% 10% 6%

with GDPR by the deadline as a priority

B2B focus
Base: respondents from organizations that have a
primarily B2B focus (165)

We face some serious challenges in being

Strongly
disagree

Strongly agree Agree Disagree Don’t know

0, 0, 0 0,
compliant with the EU GDPR by 25th May 2018 47% 20% 7% 1%
The f|n?s imposed asa result of brea(_: ing 46% 16% 4% 4%
regulations could cripple some organizations
The EU GDPR will not have enough regulators 41% 26% 10% 7%

to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 36% 28% 8% 5%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 42% 22% 4% 6%
EU GDPR, as a result of Brexit

B2C focus

Base: respondents from organizations that have a
primarily B2C focus (104)

We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other 13% 37% 29% 8% 14%
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the 22% 41% 16% 6% 14%
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Strongly
disagree

20% 53% 14% 3% 10%

Strongly agree Agree Disagree Don’t know

26% 51% 13% 1% 9%

21% 37% 24% 3% 15%

16% 38% 28% 7% 12%

9% 26% 36% 17% 13%
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Base: respondents from organization that have an
even focus between B2B and B2C (231)
We face some serious challenges in being
compliant with the EU GDPR by 25th May 2018
The fines imposed as a result of breaching
regulations could cripple some organizations
The EU GDPR will not have enough regulators
to enforce the mandate

We believe that adhering to the EU GDPR will
give us a competitive advantage over other
organizations in our sector

An organization from the UK will be made an
example of should they breach any part of the
EU GDPR, as a result of Brexit

The EU GDPR has meant my organization has
extra budget available to focus resource onto
‘housekeeping’ tasks like data access rights
that would have previously been neglected
Our organization does not view compliance
with GDPR by the deadline as a priority

Strongly agree

Agree

Even focus between B2B and B2C
Strongly

g disagree

Don’t know

19% 60% 15% 3% 2%
24% 50% 19% 3% 4%
15% 44% 28% 3% 9%
16% 50% 22% 4% 7%
21% 48% 16% 5% 10%
15% 52% 25% 4% 4%
15% 35% 30% 15% 6%
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Demographics

How many employees does your organization have in your countrye

Base: all respondents
1,000-2,999 employees

3,000-5,000 employees

More than 5,000 employees
Base

Business and
professional
Base: all respondents services

France Germany
34% 29% 35% 35% 36%
35% 35% 35% 35% 36%
31% 36% 30% 30% 29%
500 100 100 100 200

Energy, oil/gas
and utilities

Financial
services

IT, technology

Manufacturing o, ;0 egucation
and telecoms | and production

Government

Public
healthcare

distribution and
transport

Other

Other public
sector

1,000-2,999 employees

3,000-5,000 employees
More than 5,000 employees

Base: all respondents
1,000-2,999 employees

Private sector

Public sector

3,000-5,000 employees

More than 5,000 employees

Base

Base: all respondents

34% 37% 25%
35% 36% 31%
31% 27% 44%

500 397 103

Total

B2B focus

Business model

B2C focus

Even focus
between B2B
and B2C

1,000-2,999 employees
3,000-5,000 employees

More than 5,000 employees

Base
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Within which sector is your organization?

Base: all respondents France Germany

IT, technology and telecoms 19% 20% 18% 15% 21%
Financial services 15% 20% 15% 19% 10%
Retail, distribution and transport 14% 11% 11% 18% 14%
Manufacturing and production 12% 14% 10% 12% 12%
Business and professional services 9% 9% 16% 2% 8%
Government 7% 8% 9% 7% 7%
Public healthcare 7% 8% 10% 3% 8%
Public education 5% 4% 1% 8% 6%
Energy, oil/gas and utilities 4% 1% 4% 6% 4%
*Other public sector (please specify) 1% 1% 1% 2% 0%
**Other commercial sector (please specify) 8% 4% 5% 8% 11%
Base 500 100 100 100 200

*QOther public sector (please specify): Judiciary; Local authority; Military; Scientific research

**QOther commercial sectors (please specify): Biotechnology; Construction and property (x16); Consumer services (x13); Media, leisure and

entertainment (x9)

1,000-2,999 3,000-5,000 | More than 5,000

employees employees employees
Base: all respondents ploy ploy ploy

IT, technology and telecoms

Financial services

Retail, di bution and transport

Manufacturing and production

Business and professional services

Government

Public healthcare

Public education

Energy, oil/gas and utilities

Other public sector (please specify)

Other commercial sector (please specify)

Base: all respondents Private sector Public sector
IT, technology and telecoms 24% 0%
Financial services 19% 0%
Retail, distribution and transport 17% 0%
Manufacturing and production 15% 0%
Business and professional services 11% 0%
Government 0% 36%
Public healthcare 0% 36%
Public education 0% 24%
Energy, oil/gas and utilities 5% 0%
Other public sector (please specify) 0% 4%
Other commercial sector (please specify) 10% 0%
397 103

Business model
Even focus
B2B focus B2C focus between B2B
Base: all respondents and B2C
IT, technology and telecoms 19% 12% 23%
Financial services 14% 13% 16%
Retail, distribution and transport 13% 14% 13%
Manufacturing and production 16% 7% 11%
Business and professional services 18% 5% 4%
Government 4% 10% 9%
Public healthcare 4% 15% 6%
Public education 1% 13% 4%
Energy, oil/gas and utilities 4% 2% 4%
Other public sector (please specify) 1% 0% 1%
Other commercial sector (please specify) 5% 11% 8%
165 104 231
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In which one of these functional areas are you primarily employed

within your organizatione

France

Base: all respondents
Information technology

Germany

Risk/fraud/compliance/governance 8% [ 1% [ 8% [ 4% [

15%

Base 500 100 100 100

1,000-2,999
employees

3,000-5,000
employees

More than 5,000
employees

Base: all respondents
Information technology
Risk/fraud/compliance/governance 8% | 6% | 10% | 9% |
Base 500 171 176 153

Business and
Total professional
services

Energy, oil/gas |  Financial 1T, technology
and utilities services and telecoms | and production

Base: all respondents
Information technology 100%

Manufacturing |p, ;e equcation  Government

200

Public
healthcare

Risk/fraud/compliance/governance 8% | 14% | 6% | 3% | 1% | 0% | 8% | 27%

Base 500 43 18 74 95 60 25 37

Base: all respondents Private sector Public sector
Information technology
Risk/fraud/compliance/governance 8% | 6% I 17%

Base 500 397 103

Business model

Even focus
B2B focus B2C focus between B2B
and B2C

Total

Base: all respondents
Information technology
Risk/fraud/compliance/governance 8% | 5% | 16% | 7% |
Base 500 165 104 231
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France

Germany

Base: all respondents
: 1]

1,000-2,999

employees

3,000-5,000
employees

More than 5,000
employees

B2C

We have an even focus between B2B and B2C 46%

49%

40%

50%

Base 500

Business and
Total professional
services

Energy, oil/gas
and utilities

Base: all respondents

171

Financial 1T, technology

176

services and telecoms | and production

Manufacturing | p, ;e egucation

153

Government

Public
healthcare

Retail,
distribution and
transport

Other
commercial
sectors

Base 500 43 18

74 95

Private sector

60

Public sector

33% 37% 17%
21% 16% 38%
46% 46% 46%
Base 500 397 103
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